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MANAGING COPY-ON-WRITES TO
SNAPSHOTS

BACKGROUND

Snapshots are used to record and preserve the state of a
volume of data at any given moment. There are many sce-
narios where a consumer application (e.g., a backup or repli-
cation application) takes a volume snapshot to create a con-
sistent, point-in-time image of the stored information, in
order to read blocks of data without interfering with another
application (e.g., a database application) that is also making
use of that information. These snapshots are, most of the time,
solely for the purpose of the consumer application. The dura-
tion of the backup/replication task is also the lifetime of the
snapshot. Depending upon the amount of data to be processed
from the snapshot, this lifetime can be quite long, especially
if the backup/replication application requires persisting the
snapshot during the processing.

For the lifetime of the snapshot, there will be a copy-on-
write overhead associated with every first write to a block in
the volume of data, even for those blocks that have already
been read by the consumer application. That is, even though
a block in the volume has already been read by the consumer
application and a point-in-time image of the data in that block
is no longer needed for that purpose, the data in the block will
still be copied from the volume to the snapshot if data is to be
written to that block, unnecessarily incurring a copy-on-write
overhead.

SUMMARY

In one embodiment, an attempt to write to a block of data in
a main volume of data is detected. An indicator associated
with the block of data is accessed before a copy-on-write
operation to a snapshot volume is performed for the block of
data. The indicator is used to determine whether the copy-on-
write operation is to be performed for the block of data.

In another embodiment, a main volume comprising blocks
of'datais accessed. A subset of the blocks of data is designated
as blocks that are not of interest. A copy-on-write (to a snap-
shot) of a block of data included in the subset is prevented; a
copy-on-write (to the snapshot) of a block of data not
included in the subset is allowed.

In yet another embodiment, a first application can write
data to a main volume comprising blocks of data. A snapshot
driver can create a snapshot for the main volume. A second
application can read data from the main volume and from the
snapshot. The second application designates a subset of the
blocks of data as blocks that are not of interest. Advanta-
geously, a copy-on-write of a block of data in the subset is not
performed if the first application initiates a write to the block
of data.

In the above embodiments, a block of data may be repli-
cated (backed up) before that block is copy-on-written, in
which case a copy-on-write is therefore not performed for that
block of data. Alternatively, the snapshot volume may be for
aportion of the main volume that does not include a particular
block of data, in which case a copy-on-write is therefore not
performed for that block of data. Then again, the snapshot
volume may be for a file that spans a subset of the blocks that
does not include a particular block of data, in which case a
copy-on-write is therefore not performed for that block of
data.

In one embodiment, a first bitmap of the main volume is
maintained, to track which blocks in the main volume can be
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2

copy-on-written. A second bitmap of the main volume, which
tracks the blocks that have been written to the snapshot vol-
ume, may also be used.

According to embodiments of the present disclosure,
potential copy-on-writes for certain blocks are avoided,
reducing the number of copy-on-writes and the associated
overhead.

These and other objects and advantages of the various
embodiments of the present disclosure will be recognized by
those of ordinary skill in the art after reading the following
detailed description of the embodiments that are illustrated in
the various drawing figures.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and form a part of this specification and in which like numer-
als depict like elements, illustrate embodiments of the present
disclosure and, together with the description, serve to explain
the principles of the disclosure.

FIG. 1 is a block diagram depicting an example of a net-
work architecture upon which embodiments according to the
invention can be implemented.

FIG. 2 is a block diagram depicting an example of a com-
puter system upon which embodiments according to the
invention can be implemented.

FIG. 3 is a block diagram depicting an embodiment of a
volume management system.

FIG. 4 is a block diagram of an embodiment of a system for
managing copy-on-writes.

FIGS. 5, 6A, and 6B depict examples in which embodi-
ments of systems for managing copy-on-writes are used.

FIGS. 7 and 8 are flowcharts depicting embodiments of
computer-implemented methods for managing copy-on-
writes to snapshots.

DETAILED DESCRIPTION

Reference will now be made in detail to the various
embodiments of the present disclosure, examples of which
are illustrated in the accompanying drawings. While
described in conjunction with these embodiments, it will be
understood that they are not intended to limit the disclosure to
these embodiments. On the contrary, the disclosure is
intended to cover alternatives, modifications and equivalents,
which may be included within the spirit and scope of the
disclosure as defined by the appended claims. Furthermore, in
the following detailed description of the present disclosure,
numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. However, it
will be understood that the present disclosure may be prac-
ticed without these specific details. In other instances, well-
known methods, procedures, components, and circuits have
not been described in detail so as not to unnecessarily obscure
aspects of the present disclosure.

Some portions of the detailed descriptions that follow are
presented in terms of procedures, logic blocks, processing,
and other symbolic representations of operations on data bits
within a computer memory. These descriptions and represen-
tations are the means used by those skilled in the data pro-
cessing arts to most effectively convey the substance of their
work to others skilled in the art. In the present application, a
procedure, logic block, process, or the like, is conceived to be
a self-consistent sequence of steps or instructions leading to a
desired result. The steps are those utilizing physical manipu-
lations of physical quantities. Usually, although not necessar-
ily, these quantities take the form of electrical or magnetic
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signals capable of being stored, transferred, combined, com-
pared, and otherwise manipulated in a computer system. It
has proven convenient at times, principally for reasons of
common usage, to refer to these signals as transactions, bits,
values, elements, symbols, characters, samples, pixels, or the
like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the following discussions, it is appreciated that
throughout the present disclosure, discussions utilizing terms
such as “accessing,” “writing,” “detecting,” “determining,”
“performing,” “maintaining,” “updating,” “replicating,” “cre-
ating,” “storing,” “designating,” “setting,” or the like, refer to
actions and processes (e.g., flowcharts 700 and 800 of FIGS.
7 and 8, respectively) of a computer system or similar elec-
tronic computing device or processor (e.g., system 210 of
FIG. 2). The computer system or similar electronic comput-
ing device manipulates and transforms data represented as
physical (electronic) quantities within the computer system
memories, registers or other such information storage, trans-
mission or display devices.

Embodiments described herein may be discussed in the
general context of computer-executable instructions residing
on some form of computer-readable storage medium, such as
program modules, executed by one or more computers or
other devices. By way of example, and not limitation, com-
puter-readable storage media may comprise computer stor-
age media and communication media. Generally, program
modules include routines, programs, objects, components,
data structures, etc., that perform particular tasks or imple-
ment particular abstract data types. The functionality of the
program modules may be combined or distributed as desired
in various embodiments.

Computer storage media includes volatile and nonvolatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer-readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, random access memory (RAM), read only
memory (ROM), electrically erasable programmable ROM
(EEPROM), flash memory or other memory technology,
compact disk ROM (CD-ROM), digital versatile disks
(DVDs) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to store the
desired information and that can accessed to retrieve that
information.

Communication media can embody computer-executable
instructions, data structures, program modules or other data
in a modulated data signal and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of'its characteristics set or changed
in such a manner as to encode information in the signal. By
way of example, and not limitation, communication media
includes wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, radio fre-
quency (RF), infrared and other wireless media. Combina-
tions of any of the above can also be included within the scope
of computer-readable media.

In overview, embodiments according to the present disclo-
sure include systems that allow a snapshot driver to be aware
of what blocks of data in a volume are of interest to applica-
tions which are consumers of a snapshot (e.g., backup or
replication applications) and to use that knowledge to reduce
the number of copy-on-writes (COWs). In one embodiment,

35

40

45

4

the snapshot driver maintains a bitmap for the blocks in the
volume, and implements an application programming inter-
face (API) that the consumer application can call to set the
bits in that bitmap. The consumer application can use the API
to set a bit whenever the corresponding block in the volume is
successfully read (backed up/replicated). The snapshot
driver, in turn, can refer to the bitmap before performing a
potential copy-on-write for a block, and proceeds with the
copy-on-write if the corresponding bit is not set.

Embodiments according to the present disclosure also pro-
vide methods for reducing copy-on-writes in a backup/repli-
cation operation using snapshots, by making the snapshot
driver aware of what blocks the backup/replication applica-
tion (the consumer of the snapshot) is interested in at a par-
ticular point in time. In one embodiment, this awareness is
implemented through a bitmap for blocks in the volume. The
bitmap can be maintained by the snapshot driver and con-
sulted when writes are about to happen to the main volume.
The snapshot driver exposes an API that the consumer appli-
cation can use to set the bits in this bitmap. The consumer
application can set a bit when it is no longer interested in the
corresponding block, which can happen for at least two rea-
sons.

1. The consumer application was never interested in that
block. For example, a) the snapshot was taken for an
incremental backup and the given block is not one of the
candidate blocks; or b) the given block is not part of a file
included in the selection list. In these instances, the
consumer application will set bits (corresponding to
blocks not interested in) at the start of the backup/repli-
cation task (e.g., when the snapshot is created).

2. The block was successfully read (successfully backed
up/replicated) by the consumer application. In this
instance, the consumer application will set a bit as and/or
when the read happens.

When a write is scheduled for a block, if the corresponding
bit is set in the bitmap, the snapshot driver will not perform a
copy-on-write for that block. Snapshot drivers may use such
a bitmap to mark the bit for a block for which a copy-on-write
is done once, so that next time a write happens to the same
block, another copy-on-write is avoided. The same infrastruc-
ture can be leveraged so that embodiments according to the
present disclosure do not increase overhead during a potential
copy-on-write.

A separate thread in the driver can handle API calls by the
consumer application. The API can be written in such a way
so that multiple bits can be set using a single call. Note that no
locks and such are necessary for the bitmap or the main
volume, so that even if the snapshot driver happens to read an
unset bit before the consumer application is able to set it, this
will only result in an unnecessary copy-on-write—there is no
data corruption or loss as far as the consumer application is
concerned.

In effect, the bitmap is maintained in such a way that at any
given point in time, it represents only blocks that are of
interest to the consumer application, by having bits corre-
sponding to those blocks unset in the bitmap. The snapshot
driver, in turn, avoids potential copy-on-writes for blocks
corresponding to the bits set in this bitmap.

FIG. 1 is a block diagram depicting a network 100 upon
which embodiments of the present disclosure may be used.
The network 100 may be known as a cluster file system,
network file system, or storage area network. In general, the
network 100 is one in which a set of computers (e.g., the
system 210 of FIG. 2) can perform input/output (I/O) opera-
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tions using, in one embodiment, a network of object storage
devices that utilizes Internet Protocol (IP)-based storage and
remote procedure calls.

In the example of FIG. 1, the network 100 includes servers
A, B, ...,N. Collectively, the server nodes may be referred to
as a server cluster. The server nodes may be data servers that
communicate with metadata servers (not shown), or the
server nodes may be data servers that perhaps incorporate the
functionality of a metadata server.

Theclients 1,2, ..., Mcan access the servers A, B, .. ., N,
via a local area network (LLAN), storage area network (SAN),
or wide area network (WAN). Also, the client nodes may
communicate with each other, and the server nodes may
communicate with each other, via the LAN, SAN, or WAN.

FIG. 2 depicts a block diagram of a computer system 210
suitable for implementing the present disclosure. In the dis-
cussion to follow, various and numerous components and
elements are described. Various combinations and subsets of
those components can be used to implement the devices men-
tioned in conjunction with FIG. 1. For example, the clients 1,
2, ..., M may each be a full-function computer system that
employs many if not all of the features of the computer system
210. However, the servers A, B, . . ., N may utilize only the
subset of those features needed to support the functionality
provided by those devices. For example, the servers A,
B, ..., N may not need a keyboard or display, and may
execute a relatively sparse operating system that supports the
functionality of data storage and data access and the manage-
ment of such functionality.

Inthe example of FIG. 2, the computer system 210 includes
a bus 212 which interconnects major subsystems of the com-
puter system. These subsystems include a central processor
214; a system memory 217; an input/output controller 218; an
external audio device, such as a speaker system 220 via an
audio output interface 222; an external device, such as a
display screen 224 via display adapter 226; serial ports 228
and 230; a keyboard 232 (interfaced with a keyboard control-
ler 233); a storage interface 234; a floppy disk drive 237
operative to receive a floppy disk 238; a host bus adapter
(HBA) interface card 235 A operative to connect with a Fibre
Channel network 290; an HBA interface card 235B operative
to connect to a Small Computer System Interface (SCSI) bus
239 (alternatives to SCSI include Integrated Development
Environment (IDE) and Serial Advanced Technology Attach-
ment (SATA)); and an optical disk drive 240 operative to
receive an optical disk 242. Also included are a mouse 246 (or
other point-and-click device, coupled to bus 212 via serial
port 228); a modem 247 (coupled to bus 212 via serial port
230); and a network interface 248 (coupled directly to bus
212). The modem 247, network interface 248 or some other
method can be used to provide connectivity to the network
100 of FIG. 1.

The bus 212 of FIG. 2 allows data communication between
the central processor 214 and system memory 217, which
may include ROM or flash memory and RAM (not shown), as
previously noted. The RAM is generally the main memory
into which the operating system and application programs are
loaded. The ROM or flash memory can contain, among other
code, the Basic Input-Output System (BIOS) which controls
basic hardware operation such as the interaction with periph-
eral components.

Applications resident in the computer system 210 are gen-
erally stored on and accessed via a computer-readable storage
medium, such as a hard disk drive (e.g., the fixed disk 244), an
optical drive (e.g., the optical drive 240), a floppy disk unit
237, or other storage medium. Applications can be in the form
of electronic signals modulated in accordance with the appli-
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6

cation and data communication technology when accessed
via the network modem 247 or the interface 248.

Continuing with reference to FIG. 2, storage interface 234,
as with the other storage interfaces of computer system 210,
can connect to a standard computer-readable storage medium
for storage and/or retrieval of information, such as a fixed disk
drive 244. The fixed disk drive 244 may be a part of the
computer system 210, or it may be separate and accessed
through other interface systems. The modem 247 may pro-
vide a direct connection to a remote server via a telephone
link or to the Internet via an internet service provider (ISP).
The network interface 248 may provide a direct connection to
a remote server via a direct network link to the Internet via a
POP (point of presence). The network interface 248 may
provide such a connection using wireless techniques, includ-
ing digital cellular telephone connection, Cellular Digital
Packet Data (CDPD) connection, digital satellite data con-
nection, or the like.

Many other devices or subsystems (not shown in FIG. 2)
may be connected in a similar manner (e.g., document scan-
ners, digital cameras and so on). Conversely, all of the devices
shown in FIG. 2 need not be present to practice the present
disclosure. The devices and subsystems can be intercon-
nected in different ways from that shown in FIG. 2.

The operation of a computer system such as that shown in
FIG. 2 is readily known in the art and is not discussed in detail
in this application. Code to implement the present disclosure
can be stored in computer-readable storage media such as one
or more of the system memory 217, fixed disk 244, optical
disk 242, or floppy disk 238. The operating system provided
on the computer system 210 may be MS-DOS®, MS-WIN-
DOWS®, OS/2®, UNIX®, Linux®, or another known oper-
ating system.

Moreover, regarding the signals described herein, those
skilled in the art will recognize that a signal can be directly
transmitted from a first block to a second block, or a signal can
be modified (e.g., amplified, attenuated, delayed, latched,
buffered, inverted, filtered, or otherwise modified) between
the blocks. Although the signals of the above described
embodiment are characterized as transmitted from one block
to the next, other embodiments of the present disclosure may
include modified signals in place of such directly transmitted
signals as long as the informational and/or functional aspect
of'the signal is transmitted between blocks. To some extent, a
signal input at a second block can be conceptualized as a
second signal derived from a first signal output from a first
block due to physical limitations of the circuitry involved
(e.g., there will inevitably be some attenuation and delay).
Therefore, as used herein, a second signal derived from a first
signal includes the first signal or any modifications to the first
signal, whether due to circuit limitations or due to passage
through other circuit elements which do not change the infor-
mational and/or final functional aspect of the first signal.

FIG. 3 is a block diagram illustrating an embodiment of a
volume management system 300. The system 300 can be
implemented as computer-executable components residing
on a computer-readable storage medium. For example, the
system 300 can be implemented as part of a virtual machine
that is implemented using the system 210 of FIG. 2.

With reference to FIG. 3, a volume manager 310 operates
as a subsystem between an operating system 320 and one or
more volumes 305 of data (blocks of data) that are stored in a
data storage system (see FIG. 2 for examples). The data
storage system may include physical storage devices such as
anarray of physical disks, LUNs (SCSI logical units), or other
types of hardware that are used to store data. The volume
manager 310 overcomes restrictions associated with the
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physical storage devices by providing a logical volume man-
agement layer that allows data to be spread across multiple
physical disks within a disk array (not shown) in a manner that
is transparent to the operating system 320, in order to distrib-
ute and/or balance input/output (I/O) operations across the
physical disks. Each of the volumes 305 can retrieve data
from one or more of the physical storage devices, and the
volumes 305 are accessed by file systems, databases, and
other applications in the same way that physical storage
devices are accessed. The operation of the volume manager
310 in the manner just described is well known.

FIG. 4 is a block diagram illustrating a system 400 for
managing copy-on-writes according to an embodiment of the
present disclosure. The system 400 can be implemented as
computer-executable components residing on a computer-
readable storage medium (e.g., in system 210 of FIG. 2).

A volume 410 of data includes one or more blocks of data
including a block 411. The volume 410 is analogous to the
volume 305 of FIG. 3. The volume 410 may also be referred
to as the first volume, the primary volume, or the main vol-
ume.

A snapshot 420 is associated with the volume 410 and
provides a consistent, point-in-time image of the information
stored in the volume 410. In the example of FIG. 4, the
snapshot 420 is created by the snapshot driver 415 for use by
the consumer application 430. The consumer application 430
may be a backup or replication application. The snapshot 420
allows the consumer application 430 to read one or more
blocks of data without interfering with another application
(e.g., first application 405) that is also making use of that
information (e.g., reading/writing a block). The consumer
application 430 can also read from the volume 410 as
described further below.

In general, a block of data (e.g., block 411) is copied from
the volume 410 to the snapshot 420 only if there is a write to
that block of data; hence, the snapshot 420 is referred to as a
copy-on-write snapshot. According to embodiments of the
present disclosure, potential copy-on-writes for certain
blocks are avoided, reducing the number of copy-on-writes
and the associated overhead. For blocks of data in the volume
410 that have not changed, the snapshot 420 merely contains
apointer to the volume 410. As such, the snapshot 420 may be
referred to as a space-optimized copy-on-write snapshot.

In one embodiment, a data structure (e.g., bitmap) 440 is
associated with the volume 410. In general, the bitmap 440 is
used to track which blocks in the volume 410 have been
copy-on-written to the snapshot 420. In one embodiment, the
bitmap 440 is also used by the snapshot driver 415 to indicate
the blocks in the volume 410 that are of interest (and/or are not
of interest) to the consumer application 430 at a particular
point in time.

In one embodiment, the consumer application 430 advan-
tageously sets the bit for a block that is not of interest to that
application. The consumer application 430 may not be inter-
ested in a given block if, for example, the snapshot 420 was
taken for an incremental backup and the given block is not one
of'the candidate blocks. In other words, the snapshot 420 may
correspond to only a subset of the blocks in the volume 410,
and the given block may not be in that subset.

Also, the consumer application 430 may not be interested
in a given block if, for example, the given block is not part of
a file or files included in a selection list for backup. In other
words, the snapshot 420 may correspond to a particular file
that spans multiple blocks in the volume 410, and the given
block may not be part of that file.

In the examples just described, the consumer application
430 can set bits (corresponding to the blocks that the appli-
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cation is not interested in) at the start of its task (e.g., at the
start of a backup/replication task) and/or when the snapshot
420 is created.

The consumer application 430 may also not be interested in
a given block if that block was successfully read (e.g., suc-
cessfully backed up/replicated) by the consumer application.
In this instance, the consumer application 430 will set the
corresponding bit as and/or when the read happens. As used
herein, “successfully” means that the block of data was cor-
rectly and completely read and/or copied—this can be veri-
fied using, for example, a checksum or some other well
known technique.

In one embodiment, the snapshot driver 415 exposes an
API 416 that the consumer application 430 can use to set the
bits in the bitmap 440. The consumer application 430 can set
a bit (which may be referred to generally as an indicator) via
the snapshot driver 415 when that application is no longer
interested in the corresponding block; the bits remain set for
the lifetime of the snapshot 420. The bitmap 440 is thus
maintained by the snapshot driver 415, which consults the
bitmap prior to a write to a block in the volume 410, before
performing a potential copy-on-write for the block. The copy-
on-write proceeds if the corresponding bit is not set—when
the bit is not set, it indicates that the consumer application 430
is interested in the corresponding block but has not yet read
that block, in which case the copy-on-write proceeds so that
the consumer application will have access to the original data
in the block. Conversely, if the consumer application 430 is
not interested in a block, or is no longer interested in the
block, then a copy-on-write of that block is not necessary;
accordingly, the corresponding bit is set and the copy-on-
write is not performed.

The snapshot driver can use the same bitmap 440 to track
both blocks of interest to the consumer application and copy-
on-writes, as follows:

a) Initially, the consumer application 430 will call the API
416 to effectively have only those bits unset that corre-
spond to the candidate blocks for the task being per-
formed by the consumer application (e.g., backup/rep-
lication). For a full backup/replication for the whole
volume 410, for example, all the bits will be unset. For
an incremental backup/replication, the bitmap 440 will
be a simple function of the bitmap used to track incre-
mental changes, and will have only those bits unset that
correspond to the blocks requiring backup/replication.
Similarly, for a selected block-level backup, blocks cor-
responding to files not part of a selection will have their
respective bits set in the bitmap.

b) When a write is subsequently scheduled for a block in
the volume 410, the snapshot driver 415 will consult the
bitmap 440. A copy-on-write of the block can be done if
the corresponding bit is not set (in the same way as that
used for blocks for which a copy-on-write was done one
time).

¢) The consumer application 430 will call the AP1416 to set
a bit when the application is done with the correspond-
ing block (done reading and backing up or replicating it
successfully).

In one embodiment, instead of using one bitmap as just
described, a second bitmap (not shown in FIG. 4) is also
used—one bitmap may be used to track blocks of interest to
the consumer application, and the second bitmap may be used
to track copy-on-writes. Also, although a bitmap is described,
the invention is not so limited. For example, instead of a
bitmap or bitmaps, a map implemented as a series of bits that
represent multiple states can be used—one bit per block can
be used to track copy-on-writes, and another bit per block can
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be used to track blocks of interest to a consumer application
(and other bits per block can be used to track blocks of interest
to other consumer applications). In general, any type of data
structure can be used to accomplish the functionality of the
bitmap(s) described above.

Note that the above discussion is in the context of a snap-
shot created for a particular consumer application. Other
snapshots may be created for other applications and may exist
in parallel with the snapshot 420, and copy-on-writes to those
other snapshots can continue to occur.

FIG. 5 illustrates an example in which a consumer appli-
cation 430 successfully reads (accesses, replicates, backs up,
etc.) a block 411 after the snapshot 420 is created and before
the block 411 is copy-on-written to the snapshot. To read the
block 411, the consumer application 430 will first access the
snapshot 420; because the block 411 has not been copied to
the snapshot, the consumer application is pointed to the cor-
responding region of the volume 410.

Afterthe block 411 is successfully read, the snapshot driver
415 (specifically, the AP1 416) sets a corresponding bit in the
data structure 510 (which may be the bitmap 440 of FIG. 4).
In the example of FIG. 5, the bit corresponding to the block
411 is set to a value of one (1). When a bit is not set (e.g., has
avalue of zero), it indicates that the consumer application 430
is interested in the corresponding block but has not yet read
that block. Conversely, if the consumer application 430 is not
interested in a block, or is no longer interested in the block,
then a copy-on-write of that block is not necessary; accord-
ingly, the corresponding bit is set and the copy-on-write is not
performed. Once the corresponding bit is set in the data
structure (e.g., bitmap) 510, then a subsequent attempt to
write data to the block 411 will not result in that block being
copy-on-written to the snapshot 420.

A similar process is performed when other blocks of data in
the volume 410 are to be read by the consumer application
430. Ifthere is an overhead associated with doing this for each
block, the API 416 can be called once a threshold number of
blocks are read. The API 416 can be written in such a way so
that multiple bits can be set using a single call.

Note that locks and the like are not necessary for the vol-
ume 410, because if the snapshot driver 415 happens to read
anunset bit before the consumer application 430 is able to set
it, this will only result in an unnecessary copy-on-write.

As opposed to conventional approaches, embodiments
according to the present disclosure use the consumer appli-
cation to provide information to the snapshot driver as to
which blocks the consumer application is interested in at a
given point in time. Accordingly, point-in-time consistency
need not be continually maintained for a snapshot associated
with the consumer application.

FIGS. 6A and 6B illustrate examples in which a consumer
application 430 is not interested in a subset of one or more
blocks because, for example, the snapshot 420 was taken for
an incremental backup and the subset of blocks is not
included in the candidate blocks, or the subset of blocks is not
part of a file included in the selection list for backup.

For example, the consumer application 430 may be per-
forming only an incremental backup of the volume 410—that
is, only a portion of the volume 410 (e.g., blocks A, B, and C)
is to be backed up/replicated. Accordingly, the snapshot 420
may only be for blocks A, B, and C, in which case the bits for
blocks A, B, and C are not set and the bits for the other blocks
in the volume 411 are set, as shown in FIG. 6 A. When a bit is
not set, it indicates that the consumer application 430 is
interested in the corresponding block but has not yet accessed
that block.
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Thus, as shown in FIG. 6B, an attempt to write to any ofthe
blocks A, B, and C before the consumer application 430 has a
chance to access (read/backup/replicate) the data in that block
will result in a copy-on-write of the block to the snapshot 420.
After the copy-on-write is completed, the corresponding bit
in the data structure (e.g., bitmap) 510 is set as shown in FIG.
6B, so that subsequent attempts to write to that block in the
volume 410 will not trigger another copy-on-write.

As another example, the consumer application 430 may be
backing up a file that may span multiple blocks (e.g., blocks
A, B, and C). In a manner similar to that just described, the
snapshot 420 may only may include blocks A, B, and C, in
which case the bits for blocks A, B, and C are not set and the
bits for the other blocks in the volume 411 are set, as shown in
FIG. 6A. As shown in FIG. 6B, an attempt to write to any of
the blocks A, B, and C before the consumer application 430
has a chance to access (read/backup/replicate) the data in that
block will result in a copy-on-write of the block to the snap-
shot 420. After the copy-on-write is completed, the corre-
sponding bit in the data structure (e.g., bitmap) 510 is set, as
shown in FIG. 6B.

FIGS. 7 and 8 are flowcharts 700 and 800, respectively,
illustrating embodiments of computer-implemented methods
for managing copy-on-writes to snapshots. Flowcharts 700
and 800 can be implemented as computer-executable instruc-
tions residing on some form of computer-readable storage
medium (e.g., in the system 210 of FIG. 2).

In block 702 of FIG. 7, with reference also to FIG. 4, an
attempt to write to a block of data in a first volume of data
(e.g., volume 410) is detected. A copy-on-write snapshot
volume 420 is associated with the first volume, but the snap-
shot volume does not include a copy of the block of data.

Inblock 704, an indicator (e.g., a bit in a bitmap) associated
with the block of data is accessed before a copy-on-write
operation to the snapshot volume is performed for the block
of data.

In block 706, the value of the indicator is used to determine
whether or not to perform a copy-on-write operation for the
block of data, as previously described herein. Thus, even
though ablock of data is not in the snapshot and the block may
be overwritten with new data, in some cases (such as those
described above) the block is not copy-on-written to the snap-
shot. As such, the number of copy-on-writes is advanta-
geously reduced. In other words, a copy-on-write that would
occur conventionally may not occur according to embodi-
ments of the present disclosure.

In block 802 of FIG. 8, with reference also to FIG. 4, a
volume of data (e.g., volume 410) comprising multiples
blocks of data is accessed. A copy-on-write snapshot 420 is
associated with the volume.

Inblock 804, a subset of the blocks is designated as blocks
not of interest to a consumer application. In one embodiment,
a respective bit per block is set to indicate blocks that are not
of interest. The snapshot does not include a copy of blocks of
data in the subset.

In block 806, a copy-on-write (to the snapshot) of a block
of data included in the subset is prevented, while a copy-on-
write (to the snapshot) of a block of data not included in the
subset is allowed. Again, if a block is not of interest to the
consumer application, then that block is not copy-on-written
to the snapshot even though that block is not in the snapshot
and may be overwritten. Thus, the number of copy-on-writes
can be reduced.

The foregoing description, for purpose of explanation, has
been described with reference to specific embodiments. How-
ever, the illustrative discussions above are not intended to be
exhaustive or to limit the invention to the precise forms dis-
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closed. Many modifications and variations are possible in
view of the above teachings. The embodiments were chosen
and described in order to best explain the principles of the
invention and its practical applications, to thereby enable
others skilled in the art to best utilize the invention and vari-
ous embodiments with various modifications as may be
suited to the particular use contemplated.

For example, embodiments according to the present dis-
closure can also be used to good effect if the consumer appli-
cation has some information about the order in which writes
happen to a volume, and is able to make use of this informa-
tion to read (e.g., back up or replicate) blocks in a specific
order and thus avoid the necessity to copy-on-write a block
that is going to be written to in the near future. This would
work even if the backup destination (at least the immediate
destination) is disk memory.

More specifically, with reference back to FIG. 4, blocks are
generally read in sequential order. As such, the first applica-
tion 405 can inform the snapshot driver 415 of an impending
write to a block in the volume 410. The consumer application
430 can also be informed of the impending write, so that the
consumer application can also read the block before the write
occurs. As a result, the bit can be set for that block so that the
block does not have to be copy-on-written to the snapshot 420
for the purposes of the consumer application 430.

Also, although embodiments according to the present dis-
closure are explained in the context of snapshots at the vol-
ume level, they can be used for snapshots at all levels where
copy-on-writes are performed. Also note that, even though
only backup and replication applications are mentioned,
embodiments according to this invention can be used with
other types of applications that are consumers of a copy-on-
write snapshot.

Embodiments according to the present disclosure are use-
ful for reducing copy-on-writes for incremental as well as full
reads of a snapshot, and are particularly significant for full
backup/replication operations. Embodiments are also useful
in scenarios in which a snapshot is persisted, such as when a
failed job is retried, where some data is already used by the
consumer application and there is a delay before the remain-
ing data is used.

Embodiments according to the invention are thus
described. While the present disclosure has been described in
particular embodiments, it should be appreciated that the
invention should not be construed as limited by such embodi-
ments, but rather construed according to the below claims.

What is claimed is:

1. A computer memory that stores computer-executable
instructions that, when executed, cause a computer system to
perform a method comprising:

detecting an attempt to write to a block of data in a first

volume of data by a first application, wherein a copy-
on-write snapshot volume is associated with said first
volume, wherein said snapshot volume does not include
a copy of said block of data, and wherein said snapshot
volume includes a pointer that points to said block of
data in said first volume;

prior to performing a copy-on-write operation by a snap-

shot driver to said snapshot volume for said block of
data, accessing an indicator associated with said block of
data in response to said attempt to write to said block of
data by said first application, wherein a value of said
indicator is set to a first value by a second application via
said snapshot driver when said block of data is not of
interest to said second application or said block of data
was read by said second application prior to said attempt
to write to said block of data by said first application; and
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determining, based on said value of said indicator, whether
said copy-on-write operation is to be performed by said
first application for said block of data in response to said
attempt to write by said first application, wherein said
copy-on-write operation is not performed by said first
application if said indicator is set to said first value.

2. The computer memory of claim 1 wherein said snapshot
volume is for a portion of said first volume and said block of
data is not in said portion, and wherein said copy-on-write
operation is therefore not performed for said block of data.

3. The computer memory of claim 1 wherein said snapshot
volume is for a file spanning a subset of blocks of data and
said block of data is not in said subset, and wherein said
copy-on-write operation is therefore not performed for said
block of data.

4. The computer memory of claim 1 wherein said method
further comprises maintaining a first bitmap of said first vol-
ume, and wherein said indicator comprises a bit value in said
first bitmap.

5. The computer memory of claim 4 wherein said method
further comprises maintaining a second bitmap of said first
volume, and wherein said second bitmap tracks blocks of data
that have been written to said snapshot volume.

6. The computer memory of claim 1, wherein the value of
said indicator is set to a first value by the second application
via said snapshot driver when said block of data is not of
interest to said second application or said block of data was
read by said second application prior to said attempt to write
to said block of data by said first application comprises an
indication that said block was previously backed up by said
second application.

7. The computer memory of claim 1, wherein the value of
said indicator is set to a first value by the second application
via said snapshot driver when said block of data is not of
interest to said second application or said block of data was
read by said second application prior to said attempt to write
to said block of data by said first application comprises an
indication that said block was previously replicated by said
second application.

8. A computer memory that stores computer-executable
instructions that, when executed, cause a computer system to
perform a method comprising:

attempting, by a first application, to write to a block of data

in a volume of data comprising a plurality of blocks of
data, wherein a copy-on-write snapshot is associated
with said volume;
designating, by a second application, a subset of said
blocks of data as blocks not of interest to said second
application or as having been read by said second appli-
cation prior to said attempt to write to said block of data,
wherein said snapshot does not include a copy of blocks
of data in said subset, said designating comprising set-
ting a respective bit in a data structure maintained by a
snapshot driver for a block of data in said subset; and

in response to said attempt to write to said block of data by
said first application, preventing a copy-on-write opera-
tion by said snapshot driver to said snapshot for said
block of data, and allowing a copy-on-write operation by
said snapshot driver to said snapshot for a block of data
not included in said subset.

9. The computer memory of claim 8 wherein said snapshot
is for a portion of said volume and said subset is not in said
portion.

10. The computer memory of claim 8 wherein said snap-
shot is for a file spanning multiple blocks and said subset is
not part of said file.
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11. The computer memory of claim 8 wherein said data
structure comprises a bitmap for said volume.

12. The computer memory of claim 11 wherein said
method further comprises updating said bitmap each time a
block of data in said volume is successfully read before a
copy-on-write operation to said snapshot is performed for
said block of data.

13. The computer memory of claim 8, wherein designating,
by the second application, the subset of said blocks of data as
blocks not of interest to said second application or as having
been read by said second application prior to said attempt to
write to said block of data, comprises an indication that said
second application previously backed up the subset of said
blocks of data.

14. The computer memory of claim 8, wherein designating,
by the second application, the subset of said blocks of data as
blocks not of interest to said second application or as having
been read by said second application prior to said attempt to
write to said block of data comprises an indication that said
second application previously replicated the subset of said
blocks of data.

15. A non-transitory computer storage medium that stores
computer-executable components comprising:

a first application configured to write data to a volume

comprising a plurality of blocks of data;

a snapshot driver configured to create a snapshot for said
volume and maintain a bitmap having bits correspond-
ing to said plurality of blocks of data; and

a second application configured to read data from said
volume and from said snapshot, wherein said second
application designates a subset of said blocks of data as
blocks not of interest, wherein said snapshot does not
include a copy of blocks of data in said subset, wherein
said bitmap for said volume is used to track which of'said
blocks is in said subset, wherein a block of data in said
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volume that is read by said second application is added
to said subset by said second application via said snap-
shot driver and said bitmap is updated by said second
application via the snapshot driver in response to the
read of said block of data, wherein a copy-on-write
operation to said snapshot by said snapshot driver for
said block of data is not performed in response to a write
to said block of data by said first application after said
bitmap is updated, and wherein a copy-on-write opera-
tion to said snapshot by said snapshot driver for a block
of data not in said subset is performed in response to a
write to said block of data not in said subset by said first
application.

16. The non-transitory computer storage medium of claim
15 wherein said snapshot is for a portion of said volume and
said subset is not in said portion.

17. The non-transitory computer storage medium of claim
15 wherein said snapshot is for a file that spans a portion of
said volume and said subset is not in said portion.

18. The non-transitory computer storage medium of claim
15 wherein a second bitmap of said volume is used to track
which blocks of data have been written to said snapshot after
having been written to in said volume.

19. The non-transitory computer storage medium of claim
15, wherein the designation of the subset of said blocks of
data as blocks not of interest by said second application
comprises an indication that the subset of said blocks was
previously backed up.

20. The non-transitory computer storage medium of claim
15, wherein the designation of the subset of said blocks of
data as blocks not of interest by said second application
comprises an indication that the subset of said blocks was
previously replicated.
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